Security
Ignition and Security
Security in Ignition is simple to set up and allows many ways to control who can use it and what
things they have access to. You can add as many user sources as you want, and even connect
with Active Directory to add your existing users! You can even store other information like phone
numbers, schedules, and more.
Ignition uses what's known as role-based security. Actions such as accessing the Gateway,
logging in to a project, interacting with a client, or modifying windows in a project can require
specific roles. Users are stored in a User Source, which is a list of users, roles, and other useful
information such as the user's name or phone number. By default, Ignition creates User Source
automatically for you to use. The User Source contains the "admin" user that initially grants access
to the Gateway.

Features of Ignition Security
Role-based security. Users can be assigned any number of roles, and roles can be
checked at any time, in any project.
Adding new users is simple. New users can be granted preexisting roles, and restrictions
in Ignition will immediately be applied.
Database Authentication Sources from external systems can be utilized in Ignition. Users
will not need an additional password to log in to a client.
Authenticate against Active Directory (AD). Roles can be created from AD groups, or custo
m roles can be assigned to users. Additionally, Ignition clients support Single Sign ON
(SSO).
Multiple User Sources. Use the same User Source for all projects, or create a separate
User Source for each project.
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Users, Roles, and User Sources (Authentication)
Role-based security works under the concept that each user may be assigned to various roles. Security policies are then defined in terms of
these roles, rather than defined for specific users. This allows users to be reassigned, removed, and added without affecting the logic of the
security policy.
The users and their roles are stored in User Sources. An Ignition Gateway may have many different User Sources defined, each governing
the security of different aspects of the Gateway. For example, logging into the Gateway might be governed by one User Source, while
the security in a project is governed by another.

There are several types of User Sources that offer various features. For example, the Internal User Source offers the ultimate in ease-of-use:
you simply define the users, their passwords, and the roles within the Ignition Gateway configuration web interface. In contrast, the ActiveDirectory User Source offers the power of integrating Ignition with a corporate security infrastructure. Users, passwords, and roles would be
managed centrally by the IT department.

Contact Information and Schedules
User Sources are also used for other aspects of the system besides security. For example, the alarm notification system also takes user
contact information to send alarm notification messages. A schedule can be defined for a user to control when they are able to log in, and
when to receive alarm notification messages. Language preferences can be defined for each user to better support individual user's preferred
language (Localization).

Gateway Security
The primary purpose of Gateway security is to protect access to the two most critical areas of Ignition: the Designer, and the Gateway. Many
important resources are configured in these areas, so access to each Gateway section (Home, Status, and Configure), as well as the
Designer, can be limited by role. Furthermore, the User Source authenticating Gateway access can be separate from those authenticating
project access, allowing for compartmentalized authentication management.

SSL
Ignition can use SSL with just one click by going to Configure > System > Gateway Settings! SSL (Secure Sockets Layer) is a widely adapted
encryption protocol used all over the world. One of the main uses of SSL is to protect transferred data between a web-server and a web
browser, but Ignition clients can also benefit from this protocol when communicating with the Gateway. Once enabled, data transferred
between the Gateway and the client (such as recipe values, historical data, or customer accounts) will be encrypted. Thus the data will be
unreadable by any malicious parties that may be eavesdropping in the network.

Project Security
Client Based Security
Easily control who can change values or even see your data. Security can be applied just about everywhere in a project. Individual
components can check user roles from the client. Using Ignition's built-in Security Settings, the behavior of the component can change
dynamically. This allows for a complex control scheme where components can be hidden, disabled, or obscured on a per-role basis.
Project development becomes much easier! Develop once, and the Security Settings will control which components the user can interact with.

Security settings can also be applied to entire windows. Windows with administrator-level functionality can safely be added to a project
without worry of unauthorized access.

Furthermore, the entire project can be restricted to specific roles. This is commonly used when area-specific roles are given to users: i.e.,
operators in one location should not be able to view another site's project.

Looking for Multi-Conditional Security?
Roles can be checked from any client-based scripting event, so your security settings can go beyond just roles and account for specific times
of the day, month, IP address, user names, lunar cycles, and anything else you can think of!

Project Based Access
Too many developers working on the same project could cause a number of problems: resource overlap, naming convention conflict, project
creep, focus loss, and so on. To help with larger teams, Designer specific access levels can grant project permissions to certain roles.
Actions such as Publishing, Deleting, or even Viewing the project in the designer can be restricted to certain roles.

Resources can also be protected, meaning that the window, template, or other resource should not be modified. This is a great way to flag an
item as "complete" to the rest of the team, without having to manually document this information.

Auditing
Automatically record any changes that are made along with who did it, when it happened, and more. Auditing enables Ignition to record
specific events to a SQL database. An Audit Profile can be used to record information for various systems in Ignition:
Project Auditing: Record when users log in, log out, or write to any tags.
Notification Profile Auditing: Record when a notification message would be sent. This reports who the notification was sent to, as
well as if the attempt was successful or not.
Ignition provides a simple interface to view the Audit Log on the Gateway, and more.

Since the activity is recorded into a SQL database, the data from the Audit Log can also be viewed by running a simple query. This way an
"auditing" window can be added to any project, and allow any users (or users restricted to specific roles) the ability to view Activity recorded
in the Audit Log. Even other systems can access the data in the Audit Log by querying the database!
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